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PORTAINER DOCKER

Tout d’abord nous devons créer un stack comme c'est expliqué dans
I'activité, avec le nom mutilidae une fois cela fait nous devons installer le
fichier mutillidae-dockerhub sur github. Dans le dossier nous allons retrouver
un fichier au nom de docker-compose.yml qu’on doit ajouter dans le stack.

> Add stack

Create stack ©

administrateur v
mutilidae
Build method

[ ]
r_,/ Web editor Repository @ Custom template

Environment variables

Une fois fini vous devez déployer le projet cela prendra du temps c'est
normal.

Enable access control @

@\ Administrators

‘91’.. Restricted
I want to restrict the management of this resource to administrators only

1 want to restrict the management of this resource to a set of users and/or teams

Actions

Deploy the stack

Le projet déployer vous devriez avoir cela :


https://github.com/webpwnized/mutillidae-dockerhub

Stacks

Stacks list & administrateur v

£ Stacks Q + Addstack [ :

® Namel Type Control Created Updated Ownership

. Compose Total 2024-10-01 14:21:21 by administrateur 2024-10-01 14:23:44 by administrateur W administrators

Items per page 10 v

@ Containers e}
® Namel Quick Actions  Stack Image Created IP Address Published Ports
. mutilidae 2024-10-0114:21:21  172.20.0.2
mutilidae 2024-10-0114:23:39 172.20.0.3
mutilidae 2024-10-0114:23:39 172.19.0.2
mutilidae 2024-10-0114:23:40 172.19.0.3

mutilidae 2024-10-0114:23:40 172.20.0.4

N'oublier pas d'enlever les ip et laisser les port sur 'editor :

compose-spec/blob/master/spec.md

ner name: database
docker.io/webpwnized/mutillidae:database
orks:
datanet

81:80
works:
datanet




DATABASE SERVER

Maintenant vous devez taper votre ip du serveur sur le navigateur cela vous
ramenera sur une page comme celle-ci :

The database server at database appears to be offline.

1. Click here to attempt to setup the database. Sometimes this works.
2. Be sure the username and password to MySQL is the same as configured in
includes/database-config.inc

3. Be aware that MySQL disables password authentication for root user upon installation or
update in some systems. This may happen even for a minor update. Please check the
username and password to MySQL is the same as configured in includes/database-
config.inc

. Avideo is available to help reset MySQL root password

. Check the error message below for more hints

. If you think this message is a false-positive, you can opt-out of these warnings below

U

Database Diagnostics Information

Database Error message:

Database host: database
Database post: 3306
Database username: root
Database password: mutillidae
Database name: mutillidae

IP resolved from database hostname: 172.20.0.2

Ping database resulis:

PING database (172.20.0.2) 56(84) bytes of data.
64 bytes from database.mutilidae datanet (172.20.8.2): icmp seg=1 ttl=64 time=0.218 ms

--- database ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Bms
rtt minfavg/max/mdev = 0.218/0.218/0.218/0.000 ms

Traceroute database results:



Vous devriez cliquer sur Click Here pour accéder au site web OWASP Mutillidae II.

@ OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.11.17 Security Level: 0 (Hosed) Hints: Enabled Not Logged In

Home | Login/Register | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 2017 3 ‘

Hints and Videos |

OWASP 2013 13

OWASP 2010

-

TIP: Click Hint and Videos
on each page
OWASP 2007

Web Services

What Should | Do? g Help Me!

Labs

Listing of vulnerabilities Video Tutorials

Documentation

Resources

@ 5

Release Announcements e Latest Version
Donate

Want to Help?

Video Tutorials

-

Announcements

™

L

Helpful hints and scripts i_‘@ Mutillidae LDIF File

Maintenant vous allez installer BurpSuite :

Setup - Burp Suite Community Edition 2024.7.6 = (=

Welcome to the Burp Suite
Community Edition Setup Wizard

This will install Burp Suite Community Edition on
your computer. The wizard will lead you step by
step through the installation.

Click Mext to continue, or Cancel to exit Setup.

Cancel




Une fois installer vous tomber sur une page comme celle-ci :

Burp  Project Intruder Repeater View Help

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger ‘Organizer Extensions Learn
Intercept HTTP history WebSockets history @ Proxy settings
@ Intercept off Forward Drop
Time Type Direction Host Method URL

Intercept is off

If you turn Intercept on, messages between Burp’s browser and your target servers are held
here. This enables you to analyze and modify these messages, before you forward them.

Learn more Open browser



Activité 1
Travail a faire 1 :

Q1. Créer un compte permettant de vous authentifier sur la plate-forme.

@ OWASP Mutillidae II: Keep Calm and Pwn On
Version: 2.11.17  Security Level: 0 (Hosed) Hints: Enabled Logged In User: Jean [#

Home | Logout | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

Hints and Videos
TIP: Click Hint and Videos
on each page

? What Should | Do? e Help Me!

E Listing of vulnerabilities Video Tutorials

Q2. Utiliser une méthode de votre choix afin de découvrir les noms des champs login et
mot de passe du formulaire d'authentification.

Ouvrez BurpSuite et créez un projet temporaire.
Dans I'onglet Proxy, assurez-vous que l'interception est désactivée (Intercept is off).

n'oubliez pas d’activer votre proxy dans les paramétre de votre navigateur ou dans les
parametres de linux.

Maintenant vous allez sur le site web OWASP et vous allez mettre vos identifiant rentre
au par avant attention il ne faut pas se login :

[ Please sign-in ]




Maintenant vous activez Intercept is on pour recevoir les requétes. puis vous faites

login.

Q3. Positionner le niveau de sécurité du code a 0 (Hosed) :

Comme on le voit, le niveau de sécurité a été modifié.

HTTP history WebSockets history {8} Proxy senings
@ Intercept on > Forward | v Drop Request to hup://172 16.61.4:80 & @ Open browser ® :
Time: Type Direction Host Method URL Status code Length
16:26:47 1 0ct 2024  HTTP 2 Request 172.16.61.4 GET http:/#172.16.61. 4findex. php2do=t Lty ...
16:26:50 10ct 2024 HTTP 2 Request 172.16.61.4 GET http:/i172.16.61.4findex. php?do=logout
Request Inspector s = - & x
Premy Raw Hex 2 @ w =
1 GET /index.php?do=toggle-security&page=login.php HTTP/1.1 Reguest attributes 2 L
2 Host: 172.16.61.4
5 User-Agent: Mozilla/5.0 (¥11; Ubumtu: Linux %86 _64; rv:130.0) Gecko/20100101 Firefox/130.0
4 Accept: - Request query parameters 2 v
text /html,application/xhtml+xnl,application/xnl;q=0.9, inage/avif, image /webp, inage/png, image/svg+xnl , */*;q=0.8
 Accept-Language: fr,fr-FR;gq=0.8,en-US;g=0.5,en;q=0.3 Request body parameters o L4
5 Accept-Encoding: gzip, deflate, br
7 Connection: keep-alive
5 Cookie: PHPSESSID=22pq3dnsafiS0d3vjrdsOvmqdu; showhints=0; phpMyAdmin=e2412561ab904c73ffc50d3b3480344e; pma_lang=fr Request cookies o ¥
o Upgrade-Insecure-Requests: 1
Lo Priority: u=0, 1 Request headers 9 ~
L1
@& €| > | search pel 0 highlights

Allez dans les paramétres de sécurité et changez le niveau de sécurité a un niveau
supérieur (par exemple, niveau 1 ou 2). Ce niveau active des mesures de protection

contre les attaques SQL..
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OWASP 2013
% Back

OWASP 2010

g Help Me!

.
‘ v Hints and Videos ‘

‘Web Services

Others Password incorrect
Labs [ Please sign-in
Documentation
Username
Resources
Password
Donste
panctol=lng Dont have an account? Please register here

hov s 4 ¥ @ [ [0 Miseenpage

o

Version: 2.11.17 Security Level: 0 |

Home | Login/Register | Toggle Hints | Toggle Secur

OWASP 2017 Al - Injection (SQL) b

OWASP 2013 Al - Injection (Other)

O'WASP 2010 A2 - Broken Authentication and Session p Authentication Bypass
Management
OWASP 2007 _— Priviliege Escalation
A3 - Sensitive Data Exposure
Web Services _—m Username Enumeration
A4 - XML External Entities
Others B ————————————— JSON Web Token (JWT)

Vous devez vous dériger vers OWASP 2017 pour accéder A2-Broken Auth.... Puis
Username Enumeration puis LookUp user.

Cela fait vous tombez sur une page comme celle-ci:

S-user-account

View the WSDL for the service. Click on an operation
name to view it's details.

getUser

createUser



Maintenant vous allez sur Burp Suite pour activer Intercept off en on. Comme ce
screen:

BUrp  Project  INTrUder  Kepeater  View  Help

Dashboard Target Proxy Intruder Repeater Collaborator sequencer Decoder Comparer Logger Organizer Extensions Learn wsdler
Intercept HTTP history Websockets history {8} Proxy settings
Forward Drop
Time Type Direction Host Method URL

1)

Une fois que le Intercept est en on vous devez cliquer sur L'URL “WSDL" de la page
précédente attention vous devez avoir votre proxy bien activé si cela ne
fonctionnera pas :

View the WSDL for the sernvice. Click on an operation
name to view it's details.

Trés bien, maintenant vous allez sur Burp Suite :

11

Burp  Project Intruder Repeater View Help

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder ‘Comparer Logger Organizer Extensions Learn Wsdler @} settings.
Intercept HTTP history ‘WebSockets history {5 Proxy settings
@ Inter 2 Forward ‘ v Drop Request to hitp://172.16.61.4:80 ¢ @ Open browser
Time Type Direction Host Method URL Status code Length
[1e:31:08 8 OCt 2026 HTTP > Request 17216.61.4 GET http:/ /172.16.61.4/weDbsenices/ soap /ws-User-account. phpzwsdl
= Inspector O T - @ x | Request
Pretty Raw Hex @@ w =
Z  Requestattributes 2 ~ | 1 GET /webserwices/soap/ws-user-account.php?wsdl HTTP/L.1
'§ 2 Hest: 172.16.61.4
3 Upgrade-Insecure-Requests: 1
| TS ! ¥ | 4 User-Agent: Mozilla/S.0 (X11; Linux x86_64) AppleWebKit/537.35 (KHTML, like Gecko) Chrome/129.0.0.0 Safari/S37.35
5 Accept: text/html,application/xhtwl+xml application/xml;q=0.9,inage/avif,inage/webp,inage/apng,+/4:q=0.8
Request body parameters 0 v | g Sec-GPC: 1
8 7 Accept-Language: fr-FR,fr
g Referer: http://172.16.61.4/webservices/soap/ws-user-account . php
Request cookies 7 ¥ | . Accept-Encoding: gzip, deflate, br
z 10 Cookie: pma_lang=fr; menu_lock=0; pmalser-1=ddM480j OnmLBsxYhLT4rH1eGpcROCpaOzakbUIVSfsIyHt XBet SUUGAYS] 4%30; portainer_api_key=
5 Rrequest headers 10 - ey JhbGei01 ITUzI1NL ISINRSCCIETkpXVCIS . ey JpZCI6MSwidXNL cnShbWU1 01 JhZG1pbnl zdHIhdGV1ciIsInJvbGUi0j EsInNj b3BL T 0iZGVmYXVsdCIsInZvenNl 02hhbndl UGFze

3dwen010nZRbHNLLCIL eHALOj E3M] gOMTgSOTOs ImpOaSI6I] UOOT c3Mz V] LTg5Z] MENDYSZEL1M] 02l WEGOWRL Zj Z1 YWZk ZCIs Inl hdCIEMTcy ODMSMDESNHO . kj ap00Q3TtuoIcaBZve

POPkwDsvEekwarpOVIdXDbkY: _gorilla_csrf=

MT cy ODMSMDESNHx Jb TRAVWEX RGVIbHhk bHEq V1L VELuc DZZbFZNY Ods VFd Y Rkt UMn Ay ZDASdmFXVk RRMLExTj FsNnQwHMDL 1Z289FFLx1pumP_fkIMj SnyvIJZYjNK1238d-QJddpOarel

yz. PHPSESSID=uuBh32nddalBteclofdltjérea; showhints=1
11 Connection: keep-alive
12
13

@& €[] [ searn £ ohighlights

Eventlog(1)®  Allissues @ Memory: 167.8MB
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Si la manipulation a bien fonctionné normalement vous devez tomber sur la méme

interface du screen au-dessus.

ACTIVITE 2

Travail a faire 1

Q1. Commencer par installer I'extension Wsdler en réalisant les manipulations
décrites dans I'étape n°1. Puis, positionner le niveau de sécurité a 0.

websphere Portlet s... Yrrtetrtid 17 Feb 2015

Low Updated: 01 Nov 2
Wordlist Extractor Wirr i — 20 Apr2ty  Low
Word Press Scanner i —1 25 Feb 2022 Low Rating <757
WS Security | 10 Feb 2022 Medium .
WSDL Wizard v vi—i o1 Jul 201 Low Populanity:
[ Wsdler v iririricn——1 OINOW2016  Low | :
¥ChromeLogger Dec.. gk gk ghgusy 15 Dec2021  Low el
XS5 Cheatsheet winrirn— 7ot 2023 Low
¥55 validator Trirtriri—— 10 Feb 2022 High Requires BU...

Tester un exemple de requéte et de réponse a l'aide d'un login non valide en
réalisant les manipulations décrites dans I'étape n°2 (parse de la page wsdl, envoi au
répéteur, génération de la réponse et envoi au comparateur).
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Burp Project  Intruder Repeater View  Help

Dashboard Target Prowy Intruder Repeater Collaborator Sequencer Decoder Comparet
1 = +

Request Response

Pretty Raw Hex @ n =

1  GET findex.php?page=user-info.php&username=admnin&password=jggut&

user-info-php-submit-button=View+Account+Details HTTRS1.1

Host: 172.16.81.4

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11l; Linux x86_54) AppleWebkit/537.36

[KHTHML, like Gecko) Chrome/129.0.0.0 Safari/537.36

Accept:

text /html, applications/xhtml +xml,application/xml :g=0.9, image/avif,im

age/webp, image/fapng, */%;q=0.8

Sec-GPC: 1

Accept-Language: fr-FR,fr

Referer:

http://172.16.61. 4/1index . php?page=user-info.php&username=admnin&pass

word=gdgdgdgd&user-info-php-submit -button=View+Account+Details

Accept-Encoding: gzip, deflate, br

Lo Cookie: pma_lang=fr; menu_Llock=0; pmalUser-1=
ddM4807 OmmLEBsxYhLT4rHJeGpcRICpe9zakbUIV3Ts IvHE XBet SULUSAYS] 4% 3D;
portainer_api_key=
ey JhbGoi01JIUzI1NIIsINRScCIEIkpWC]S, ey JpZCIEMSwLd ¥NL cmShbWUi 01 JhZG
1pbmlzdHIhdGV1ciIsInIvbGULiOJEsInM] b3BLIj ol ZGVmY XVsdCIsImZveml O2hhhb
mdlUGFzc3dvemQiomZhbHNLLCIL eHAL O] E3M] kwhj ESNTIsImpOasSIsInFiODZ1MWMG
LTk GNGHE NDUAMy 1hZGEzLTh1T NG Y30TIONDIk ZSIsInL hd CIEMTcy ODkSM] k1MnO, gsF
kGBVymIl 4y CPsXfBcE6GdBPOUoaR1ifiNTzqGtODG: _gorilla_csrf=
MT oy 0Dk SM3 k1Mnx JbTRKVL ZGWEST cFp XRWhEU] ALRYVFZFp RMWw OVt 0 c GREWL FSSGh
YW ZEhWCFdYWL MMk Wy ZFdwOk 4zTT 1L IZ289T Dwwx k LTP] TYL- cLNS] ESm3pTMInPs0Cz
CAGSTmRpS2; PHPSESSID=qdllva7ajlmiet8grim2ljrntm; showhints=1

|1 Connection: keep-azlive

oW R

Ln

o0 =l

4]

@ @ | €| |3 | search £ ohighlights

Ready

Select iem 1

# Length Data paste
[ i T e P page=Ser- 110 P S pas T R e M-S D B MO VewACe= ] | Loa

Remove

Clear

Cela me fait une erreur quand j'essaye de I'envoyer a WSDLER



Burp  Project Intruder Repeater View Help

Dashboard Target Intruder Repeater (Collaborator Sequencer Decoder ‘Comparer
t HTTP history Websockets history match and replace @ Proxy settings
> fovard | v Drop

Logger Organizer Extensions. Learn wisdler

o WSDLException: faultCode=PARSER_ERROR: Problem parsing
“http://172.16.61.4:80/ index. php?pag: fo.phpauser di d=fhhfhaus

er-info-php-submit-button=view+Account+Details': org.xmlsax.SAXParseException: DTD
externe : échec de la lecture de la DTD externe 'loose.dtd’, car l'accés ‘http’ est pas autorisé
en raison d'une restriction définie par la propriété accessexternalDTD.
org.reficio.ws. builder.core.wsdL.<init>(Wsdl.|ava:52)
org.reficio.ws.builder.core.Wsdl parse(WsdL java:64)
burp.wsDLParser.parseWsDL{WSDLParser.java:66) | £
burp.wiorker.doinBackground(Menu.java:99)
burp.Worker.dolnBackground(Menu. java:72)

java.desktop/javax.swing.Swingworker$1.cali Swingworker.java:305)

java.base/java.util.concurrent. FutureTask.run(FutureTask.java:317)

java.desktop/javax.swing. Swi er.run{SwingWorker.java:342)

java.base/|java.util. concurrent. ThreadPoolExecutor. runiworker(Thread PoolExecutor. java: 1144)

java.base/ java.util.concurrent. ThreadPoolExecutorSWiorker. run(ThreadPoolExecutor java:542)

java.base/java.lang.Thread.run{Thread.java:1583)

oK

Time Type Direction Host

16:07:18 15 Oct 2024 HTTP - Request 17216.61.4

Request

Pretty Raw Hex

1 GET /findex.php?page=user-info.phpusername=adnin&password=Ffhhfh&user-info-php-subm

2 Host: 172.16.61.4

= Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0 (X¥11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/1:

5 Accept: text/html,application/xhtnl+xml,application/xml;q=0.9,inage/avif,inage/webp,inage/a

& Sec-GPC: 1

7 Accept-Language: fr-FR,fr

5 Referer: http://172,16.61.4/index php?page=user-info, php&username=admin&password=jggut&user

o Accept-Enceding: gzip, deflate, br

10 Cookie: pma_lang=fr; menu_lock=0; pmaUser-1=ddM480] OnnLBsxYhLT4rHIeGpeRICpeIzakbUTVIFSTyH X
ey JIhbGei01JIUzIINIISINRSCCIGIkpXVCIS, ey JpZCIEMSwid XNLemShbWU101 JhZGlpbml zdHIhdGYV1ciIsIndvhGl
SdvemQiomZhbHNLLCI1 eHAL O ESM] kwlj ESNTIs Imp0aSIEImFiODZ MAMOLTK ONGHE NDU4Ny LhZGEzLThL M Y3O0T IOl
c66GIBPOUbaR: fiNTzaGtQD0; _gorilla_csrf=
MTyODkEM] k1Mnx IbTFKVL ZGWESIcFpXRWhEU] ALRVVFZFpRMAWOVWE oc GNEWL FSSGhYZERWC FdYWL NWMK Vy ZFdwk 4;
S2; PHPSESSID=qdllva7aj lmiet8grin2ljrntm: showhints=1

11 Conmection: keep-alive

12

13

[OX: ISIEIRESIE

o o highlights

14

open browser
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